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Abstract. Contect-awaresystemshatrely onmobiledevicesfor userinteraction
mustaddresghe low bandwidthof both communicationsnd moreimportantly
the user®limited attention,which will typically be split betweenseveral com-
petingtasks.Contentdelivery in suchsystemamustbe adaptectloselyto users®
evolving situationsandshifting priorities, in a way thatcannotbe acconplished
using static bltering determineda priori. We proposea more dynamiccontext-
drivenapproacho contentdelivery, thatintegratesnformationfrom awiderange
of sourcesWe demonstrat@ur approachon a systemfor adaptve messageri-
oritisationandforwarding.

1 Intr oduction

Rich sourceof contet dataareanintegral partof building intelligent penasive com-
puting applications Centralto penasive computingis the notion that Otechnologye-
cedesnto the backgroundf our lives(1]. The classicaliew of human-computein-
teractionneedsto be extendedto includebotha cloud of interoperatingheterogeneous
electronicdevicesandthe ability to interactwith oneor mary whenandwherever de-
sired.This extendedview requireshatdisparatelevicesareableto interoperateasily
This supportsenhancednteractionswith the userwhich breakaway from traditional
distribution channelsreachingthe userthroughwhichever device they currenty have
available. As small mobile devices with built-in wirelesscapabilitiessuchas mobile
phonesandPDAs becomeamorewidespreadthey presentinidealopportunityto afford
ubigquitouscommunicatiorservicego the user

Advancesin technologyin recentyearshave meantthat computingdevices have
becomecheapersmaller andmorepowerful. Mobile devicesincludingmobile phones
and PDAs are constantlyincreasingin utility throughthe addition of extra sensory
equipmentik e gyroscopesaccelerometerand GPSrecevers.In addition,communi-
cationdevicesarebeginningto beembeddednto everydayobjectssuchastoys, refrig-
eratorsand coffee cups[2, 3]. Eachof theseadwvancesexpandsboth the oppatunities
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for the delivery of ubiquitouscommunicationservicesbut alsoincreaseghe system
compleity in coordinatingthis cloud of devices.

With the tremendousncreasen available contextual data,a context-awaresystem
candeterminemary factsfrom the ervironmentthatcaninform its behaiour e.g.,who
is presentor what task they are performing.An exampleof this is a smartmeeting
room that managesharedprojectors[4], or a smartroom for elderly peoplewhich
detectdncidentssuchasfalls andreactsto themquickly [5]. Thesedecisionscanonly
bemadeif thereareenoughdata,of sufecientbdelity, to supporthem.Thereforethere
mustbe mary sensorydevices, eachproviding differing inputs, that eachcontrikute
to the knowledgeof the systemasa whole Thesedeviceswill oftengo unnoticedby
the user but they provide valuableinformationaboutthe user®surroundingsandthe
context of their actiities.

We dePneDcontetOasary aspecbf the environmentof a systemunderstoogsym-
bolically B or, more concretely asa measurableomponentf a given situation.By
Osituation@e meana certaincompositionof various simpleandderived contexts that
givesrise to penasie services.Thesecontets may be simple metricswhich canbe
investigatedwith instrumentssuchasatime contet (e.g.18:48GMT), alocationcon-
text (e.g.Coffee Area) or a usercontet (e.g.Bruce),but alsorangeto more comple
computationsuchasa usercurrentsocialcontext, meaningthe otherusersthat they
aresharinga spacewith.

A centralchallengefor penasive computingis to integratecontextual information
in orderto bestrecogniseandservicethe changingsituation.Sinceindividual sources
of context areinherentlyerrorprone,this cannotbe accomplishedy focusingon ary
onesourcebut insteadrequiresa fusion-base@pproachhatcanintegrateall available
information,giving dueweightto the bdelity of eachsource.

This paperdescribesan approactto situationawarenesdeingprototypedin a sys-
temwe call Scatterboxa Omeing letterboxGhatdeliversrelevantmessagew® auser®)
mobile device basedon the context derived from sensorswithin a penasive comput-
ing ervironment.The goal of this systemis to take multiple, heterogeneousourceof
conttual data,and extrapolatethe situationsthatthey mapto. The characteristicef
thesesituationsdePnavhetheranappropriateactionshouldbetakenN andsowhether
acertainmessagshouldbedeliveredto a user®phoneor PDA, limiting distractionby
only sendingmessagethataretimely andrelevant.In accordancevith the studydone
by Oulasdvirtaetal. [6] onthe OdrasticallghorttermQimited attentionspanof mobile
users Scatterboyprovidesshort,concisemessagesquiringminimal attention.

The systemwe proposemonitorsa user®e-mailinbox and dynamicallyforwards
message® him, dependingn his situation.This meanghathewill be notibedof the
receiptof only importante-mailsor messageselevantto his currenttaskwhenhe is
in a certainsituation,while all othermessagewill be storedasnormalin his e-mail
inbox. This providesa tangibledemonstratoof a real-timepenasie systemwhich is
constantlyadaptingto changesn the user8situation.

The remainderof the paperis organisedas follows. Section2 describeselated
researchin the areaof contectual messagdorwarding. Section3 containsa formal
descriptionof our approachto the compositionof contet into situationalawarenes.
Section4 describesour context acquisitionand reasoningnethodsusinga contextual



frameawork, while Sections describefion our Scaterboxsystemhasbeenmplemented
to work in a physicallocation. Section6 outlinesour proposecdevaluationthatwill be
performedto testthe efPcay of Scatterboxusing real messages,eal usersandreal
contet. In the Pnalsectionwe offer someconclusionsandplansfor futurework.

2 RelatedWork

Standardnessagelelivery systemssuchasemailand SMS do not take the usercon-
text into account,and can male it difbcult for a userto prioritise inputs, aswell as
leadto irritation dueto unnecessardisruption.Contet-awvarenessanbe usedasan
effective augmentatiorof existingmessagelelivery systemsFiltering messagessing
contet canbe usedasa meansto decreasehe disruptionthat messagelelivery can
causeto a user This approachto messagealelivery hasthe potentialto becomethe
cutting-edgen messagingself-oiganisationandcontentbltering.

Multiple approacheso contet-aware messagelelivery have previously beenex-
plored.The Stick-enotearchitecturd?7] is oneof theearliestof these Stick-enotescan
bemessagesr otherobjectswhich have contexts attachedo them.Thisarchitecturen-
corporateshe useréphysical ervironmentinto servicedelivery; the principle contexts
usedarelocationandtime. The notesmay be storedon a userPDA or a staticdevice
like adesktopPC.The messager objectgetsdeliveredto a useronly whenthey enter
the contet thatis attachedo the object.For example,useranayberemindedthatthey
have to returnabookto somebodywhenthey areattheir bookshelfandin thepresence
of thepersonfrom whomthey borravedthebook.

Nakanishietal. [8] proposedheContet AwareMessagingservicethatusessched-
uleinformation,locationinformationandavailablemediato sendanincomingmessage
(or call) to usersusingan appropriatgrotocolanddevice. This systemusescontext to
determinevhetherthe messagshouldbe sentusinge-mail, SMS,andsoon, andwhat
deviceit shouldbe sentto. Theauthorsperformedanevaluationof atwo monthexper
imentin Tokyo. Theresultssuggesthatthe useof contet to determinewhatdevice a
messagehouldbesentto madetheretrieval of messagemorecorvenient.lt alsomade
usersfeel comfortableto know thatanotheruserwould not be disturbedby a message
if thetiming wasinappropriate.

Contet-awareadaptatiorhasalsobeenintroducedto applicationswith the goal of
reducingauserédistractionsMiller etal. [9] leveragethe AuraContextual Information
Servicein orderto build distraction-freecontext-awareapplicationsIn their example,
urgentmessageshouldbe sentusingSMSor IM dependingon the situation.

Ho etal. [10] alsoproposeheuseof contet in orderto preventthe userfrom being
interruptedby messages;alls, etc. at inappropriatetimes. They list 11 factorswhich
inRuencea person€interruptibility at a given momentandcompletea usertrial which
shaws interestingresults.Peoplearelesslik ely to be disruptedwhenthey arebetween
actiities (e.g.,betweera meetingandgoingto lunch).



3 Foundationsof Context-Awarenessand Adaptive Behaviour

The notion of context is key to contet-aware computing,and a universally accepted
dePnitionhasbeendifbcultto realise.Yau[11] dePnesontext asOag instantaneous,
detectableand relevant property of the ervironment, the systemor usersOwhich is
similarto, but moregenerathan,Dey@[12] debnitionthatcontext is Oay information
thatcanbeusedto characterizéhesituationof anentity. An entityis apersonplace,or
objectthatis consideredelevantto theinteractionbetweena userandan application,
including the userand applicationsthemselesOHenricksen[13] proposedo make a
distinction betweenthe conceptf contet and context modellingin orderto achieve
consensuandprecision:

b OTheontext of ataskis thesetof circumstancesurroundingt thatarepotentially
of relevanceto its completiond

D G\ context model identibesa concretesubsetof the context that is realistically
attainablefrom sensorsapplicationsandusersandableto be exploitedin the ex-
ecutionof thetask. The context modelthatis employed by a given context-aware
applicationis usually explicitly specibedby the applicationdeveloper but may
evolve overtimeO

We aim to take a stepfurther andformalisethe notion of contet basedon the above
debnitions.The motivation for sucha formalismis the needto derive an appropriate
meansto model context. From Yau® mentionof the propertiesof the ervironment;
Dey®@ menton of information aboutan entity; and Henricksermentionof the more
generakerm Ocircumstances@e proposeto capturethe structureof context in atuple
containinga subject,predicateandobject.We canthenview a predicateasa meango
relatepropertiesjnformation,or circumstance$o anentity. Thus,we canexpressary
detectabler realisticallyattainablefactsrelevantto the completionof atask.

Debnition1. A contetis atuplecontaininga subject predicateandobject(s,p,0)that
statesa factaboutthe subjectwhele

1. Thesubjectis an entityin theervironment.

2. Theobjectis a valueor anotherentity,

3. Thepredicateis a relationshipbetweerthe subjectand objectthat dePneshe do-
mainof theobject.

A contet may be either a constantor a variable A constantcontet musttake on a
singlevaluefroma domain.A variable context maytake on valuesfroma domain.The
valueof a variable context maychange overtime while thedomainstaysthe same

An ervironmentof a contet-aware systemcan be viewed asa bnite numberof con-
stantandvariablecontets. The valuesthata variablecontext may attaincomefrom a
well understoodlomainof variabletypesincluding nominalor cateyorical e.g.,times
of year {Summey August,... }, ordinal, quantitatve, intenal e.g.,temperatureange
{-32, +32}, andratios. The domainof an object capturesthe Otype®f information,
propertyor circumstancehat we may legally relateto the subjectusinga particular
predicate.



Contet is very Pne-grainedor usein developingcomple« adaptve applications,
asit is typically alow-level interpretationof raw sensodata.Whendebningadaptie
behaiour, we considera holistic view, usingsituations ratherthanthe combinationof
individual bits of context data.A situationis a natural abstractiorof contet data,pro-
viding morerealisticpointsto associatadaptve behaiour with. For example,imagine
thatauser Bruce,in alecturetheatre hasaslide setopenandthereare35 otherpeople
in theroom.Bruceis atthefront of theroomandis talking. This presents lot of con-
textual datafor usto comprehendn parts,but a context-aware systemshouldbe able
to condenseét andinfer thatthe currentsituationis a OpresentationOften individual
componentontets may changebut the situationwill be maintained Othersituations
will belabeledOmeeting@lunchGgtc. This view of contexts andsituationsprovesto
bequiteversatile.

In orderto debPnesituation,we Prstly dePnesituationspace Giventhateachpredi-
caterestrictsanobjectto a particulardomain,we candebnehe setof variablecontexts
A with commonsubjects, andpredicatep, asA : (Sa, Pa, 0;) for all o, € D, where
D; isthedomainof o;. Giventwo or moresetsof contexts, we candebneheir situation
spaceasthe Cartesiarproductof the setsasfollows.

Debpnition 2. Giventhesetsof contextsA : (Sa, Pa,01), B : (Sp, Pp, 02) ... Z : (Sz,
pz.0n) for all g € Dj, whee D; is the domainof o;, we can dePnethe situation
spaceAB ...Z astheset{(ai,b1...,z1), (a1, b1 ...,22)...(&m,bh ..., Z,)} whee
a...am €EA/b...bbeB...,andz;...z, € Z.

A situationspacethuscapturesall possiblecombinationsof two or morecontets. We
canthusdebnea concretesituationasa subsedf a situationspace.

Debnition 3. A situationis a subsebf a situationspace

GivenasituationspaceAB debnecdbverthevariablecontet setsA andB, we cande-
PnethesituationAB ; as{(as, ), (as, ) }. Situationsghemselesmaybe usedin the
constructionof more comple situations.For completenessa basebehaiour should
be providedin orderto cover all possibé circumstanced-or amoreconcreteexample,
imaginewe have the context setsoverthedomainsdv onths andW eather. We cande-
Pnethesituationspacdor W eather x M onth anddebnesituationdike Summer Sun

or SpringWind.

Adaptive behaiour is achiezed by creatingpointsin the systemcalledadaptation
points Whenone of theseis reachedthe systemexhibits a correspondindgehaiour.
An adaptatiorpointcouldbeassimpleasacontet variabletakingon a certainvalueor
ascomple asanelaboratesituationcompositionIn generalwe areselectingstatesof
the systemwheresomethingusefulshouldhappenWe maywish to seta userphone
probleto silentwhensheis in a meeting for example,or setherInstantMessag&IM)
statusto away whensheis outonlunch.

4 Context Acquisition and Modelling

A contet-aware systemcollectsrelevant context datafrom the ervironmentandthen
actsappropriatelybasedon this information. Our context-aware applicationsare built



ontopof Construc{14], adistributedfully decentralisedpen-sourcelatformsupport-
ing the building of context-aware,adaptve, penasive andautonomousystems. Such
systemsnteractthroughmanipulationof acommondatamodelratherthanthroughthe
piecingtogetherof services.Congruct provides applicationswith a uniform view of
context informationregardlessof how it wasderived. Constructtakescareof collating
anddistributing context dataarounda network. Applicationscanthenquerythenearest
Constructnodefor datathattheir servicerelieson.

4.1 Sensors

Sensorareusedto gathercontext datafrom the ervironment.We have cateyorisedour
sensorsnto two types:physicalandvirtual. Physical sensorglirectly detectcharacter
istics of the ervironmente.g., sensordor location dataobtainedfrom Ubisensé and
BluetoothspottersVirtual sensorobtaininformationfrom the Internet,local network
or local computey e.g., sensordor obtaining calendarinformation, monitoring com-
puteractivity andcollatingsyndicatedlatafeeds.

In this projectwe utilise thefollowing physicalandvirtual sensors:

b UbisenselLocation Sensorspoll a Ubisensdocationtracking systemwhich has
beensetup throughoutour researchab andtracksspecialtagsthatuserscancarry
aroundwith them.Thesensorcalulateghex, y, andz coordinate®f anindividual
with a peakgranularityof 30cmin 3D space.

b Bluetooth Location Sensorgoll for auser€designate®luetooth-enabledevice.
A numberof staticallypositionedObasetationsave beenpositionedthroughout
thelab. Dueto Bluetooth&limited range the setof staticdeviceswithin thesystem
whichcanconnecto amobileBluetoothdevice allow usto infer arangeof possible
positionsfor the device.

b Calendar Sensorsmonitor a list of publishediCal and vCal calendardor data
abouta user®appointmentsndlocation(e.g.roomnumber)andavailability for a
periodof time (e.g.duringthe next week).

b Computer Activity Sensorsdeterminewhetheranindividual is locatedat a com-
puterby checkingif they arelogged-inandactive atthatterminal.

Datafrom eachof thesesensorss fedinto aconnectedConstrucnode from where
it is disseminatedo other nodesin the system.The Constructmiddlewvare is being
complementedy the developmentof an uncertaintyframework [15]. This performs
aggreation of context and dealswith inconsistencieshat may arisewhenthe same
type of datais producedfrom differentsensorge.g.,location sensorgproviding data
thatsaysa personis in two placesatonce).

4.2 Modelling Context, Situations and Behaviour

In orderfor theheterogeneousodesrunningConstructo beableto interpretandcom-
municateaboutcontet andsituationswe needa meango modelthem.

! The Constructhomepageis locatedat http://construct-infrastructure gf
2 LearnmoreaboutUbisenseaat http://www.ubisense.net/



We model context and situationsas ontologiesin the Web Ontology Language
(OWL)3. Our reasorfor choosingOWL is thatit btsour mathematicatiescriptionof
contet andsituationsfrom Section3 mostappropriatelyEntitiesandcontext categories
aremodelledasOWL classesTheir attributescorrespondo context variablesandcon-
stantsfrom the previous section.For example,the Personclasshasconstantsuchas
nameande-mailandvariablessuchaslocation.In orderto createa personaninstance
(or individualin OWL terminology)is madeof this classandvaluesareassignedo its
attributes.Variablecontexts may be changedrequentlyandtimestampedy sensors.

We createsituationspacesisOWL classesn asimilarway. Their attributesarethe
contet variablesor constantsvhich the spacesncapsulatesn orderto createconcrete
situationswe createnstance®f the situationspacedy assigningvaluesor intenalsto
the contets. Thisis similarto composingcontext variablesandcreatinga subseof the
resultingsituationspaceasdescribedn the previoussection.

Adaptationpoints canbe viewed asaugmentediirtual sensoravhich consistof a
contet or situationanda correspondindpehaiour. Thevirtual sensorasynchronously
poll Constructo monitorwhethertheir situationshave beernrealised They thenexecute
their behaiours andpossiblyintroducemore contextual informationinto the network.
The prescribedehaiours mayrequireconext informationto functione.g.,if wewish
to routea messagéo a user we mustpbrstchoosea device, usinglocationinformation,
to sendit to. As mentionedn Section3, for completenesadaptatiorpointsshouldbe
specibedor all subsetof a situationspace One meansto approactthis requirement
is to introducea default behaiour on a subsetof a situationspaceand specialisethe
behaiour for other moresignibcansubsets.

The expressivenessof our mathematicamodelfor situationsleadsto someprob-
lemsregardingconBict,however. By allowing situationsto be composedf othersitua-
tions,andadaptatiorpointsto bedebPnedn elementsasbne-graine@sindividual con-
texts, we mustdecidewhat behaiour the systemshouldexhibit in occurrencesvhere
situationdepbnitionsoverlap.Somepossibleapproacheto this problemaregivenin Ye
etal. [16].

5 Scatterbox

In orderto demonstrat®ur approacho situation determinatioranduseof contet in
penasive systemsye aredevelopingScatterboxa contet-awaremessagéorwarding
platform.ScatterboxXorwardscertainincominge-mailsto usersn apenasie erviron-
mentbasedon their context. The user@context is found by tracking his locationand
monitoringhis daily scheduleThis contet datais accessethroughConstructandsit-
uationsareidentibedbasedn this data.As messagearrive, ScatterboXorwardsthem
to subscribedisersshouldtheir situationwarrantit.

We now describein detailhow Scatterboxs implementedWe illustratethe situa-
tionsandbehaioursthatthe applicationuses describeour modeof messagelelivery,
andshav the useof the applicationwith anexamplecasestudy

% The OWL specibcatioris locatedat http:/mwww3.og/TR/awvl-features/



5.1 Situationsand Behaviour

Thesituationspaceshatwe usefor ScatterboxareEmailRele#ance Meeting andPres-
enceAtinboxEmailReleanceis dependenbn factorssud asthe situationof the user
thesendenf thee-mail,thee-mailcontentandtheuserécalendainformation.In order
for Scatterboxo know whena situationhasoccurredjt mustpoll Constructregularly
for newly acquiredcontext, andmatchthe new context to the situationspaces.

For the Scatterboxapplication,we needonly debPneone adaptatiorpoint, relevan-
tEmail, which reactsby sendinga summarymessageo the user®Bluetoothdevice.
This behaiour canbe debPnedas sendMessge(usey msg) This commandcanbe en-
teredinto Constructdistributed, and picked up by a nodewithin rangeof the user®
Bluetoothdevice. An applicationrunning on the Constructnodethen sendsthe mes-
sageto thedevice.

5.2 MessageDelivery

Bluetoothwirelesstechnologyis built into mostdevices that we carry aroundevery
day, like mobile phones PDAs andotherportabledevices,which meansScatterboxs
transparentieliable,andscalable.

Transmissiorof messages accomplishedhroughBluetooth@Pushprotocol. The
Bluetoothcapabilitiesof mostmobile phonesand similarly-povereddevices aretyp-
ically limited to a transmissiorrangeof approximatelylO metres.Eachdevice can
be uniquelyidentipedwithin the system.If a user®Bluetoothdevice is in rangeof a
Bluetooth-enable€onstructnode,a messageanbe routedto the nodeandpushedo
the mobile device. The messageanthenbe acceptedr rejectedby the user In Sec-
tion 6 we shov how we will usethis acceptancer rejectionto drive our evaluations.

5.3 Usecase

Considetthe ca of Bruce,auserwho hasa meetingscheduledfterlunchwith oneof
his studentsThe meetingis to take placein his ofbce,andBruceis currentlyupstairan
the coffeeareahaving lunchwith oneof his colleaguesThe sysem&contextual inputs
atthis pointare:

b Thecurrenttime of day.

D Schedulénformationfrom Bruce®calendarapplication(which includesboth the
timeit takesplaceandtheroomit takesplacein).

b Bruce®currentpositionin the building.

Many calendaringapplicationswill offer the ability to e-mail the usera reminder
of anappointmensuchasthis meetingbeforethe meetingis to take place.However,
in this casean e-mail reminderwill be of no use,asBruceis not nearhis computer
Scatterboxoutesmessagethatwould normally arrive in a user@e-mailinbox to their
mobile device, if they are awvay from their computerand the messageas deemecdto
be contectually relevantby the systemIn the caseof calendamappointmentsit is nota
requirementhatane-mailwith anappointmenteminderis received;theuserécalendar
is sufbcient,ascontextual datacanbe extractedfrom it directly.



Shortly beforea meetingis scheduledo occut the systemwill queryBruce®loca-
tion. Whenit noticesheis notin the prescrbedlocation,a messagevill be pushedo
his phoneto remindhim of the meeting.

Variantsof this situationthatwould notleadto a messagéeingsentwould be:

b hadBrucebeenin his ofbceatthetime the meetingwasto start.

b hadthe studentthat Brucewasto meetalsobeenup in the coffee areaat the time
the meetingwasto start.In this casea messagavill not be sent,asBruce®social
context overridesthelocationinformation.

5.4 Situationsin Scatterbox

To demonstree how contextual informationcanbe collectedaboutBruce,we will use
thesensorsnentionedn Sectiord.1.Eachsensois modelledusinganontology which
describesiow thatsensorlatashouldbeinterpretedThis givesuniformity to thedata
within the system,soin the event of a querylike: OWhatoomis Brucein?Qjt is a
simple matterof making a single query basedon the location ontology ratherthan
multiple queriesfor eachseparatéype of sensodata.
Scatterboxcontinuouslyseekscontext datausingqueriessuchasthefollowing:

b Selectastlocationof Bruce.
b Selectupcomingentriesfrom Bruce®calendar
b Selectsensoreadingdrom Bruce®computeractivity sensor

Bruce®situationcanbe determinedrom the responseto thesequeries For exam-
ple,a Construcinodecouldreturn:

b OBoardroon8.02pmO
b OMeetingvith headof school,Boardroom3.00pmO
b OlnactieO

Fromtheseresults,it is inferredthat Bruceis in ameetingandnotin his ofpce.He
thereforeshouldonly be senta messagéf it is classibedisbeingimportant, relative to
his situation.

Every situationis dePnedby the following criteria: the valuescontet datamust
hold for the situationto be realised,andthe resultantbehaiour. We allow the userto
debneheir own messgeblters,which take theform of standarde-mail blters,suchas
blteringby senderrecipient,or keywords.For messagelassibcationScatterboxakes
an approachbasedon commonspambpltering techniquessuchas white-lists, black-
lists, andsimple keyword classibcationThesepltersareenterednto Constructin the
form of RDFE From that point on, they are viewed by Constructas being additional
contet data.

The datagoinginto Constructis checled againsta set of ontologies.This pieceof
datacanthenbe associatedavith somethingn the environment.In the caseof a Blue-
toothreading the datumis seerto beanattribute of a Bluetoothdevice This Bluetooth
device ontologyis associatedvith the Personontologywith the hasCellP hone rela-
tion. Theserelationsallow Scatterboxo seewhethera personis in the environment,
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Fig. 1. An exampleof how ontologiesaretraversed.

wherethey are,andconsequentlgletermineheir situation.This traversalof ontologies
is illustratedin Figurel.

Following on from the example above, Bruce must debnehow Scatterboxs to
decidewhich messageareappropriatdfor eachsituation.This involvesnaminga sit-
uationandstatingwho hewould acceptmessagefrom in thatsituation.An emptylist
implies no messageshouldbe delivered.Secondly he hasthe option of dePninga set
of keywordswhich have to appeaiin incomingmessagefor themto bedeemedmpor-
tantenoughfor delivery. Finally, Brucedebnesvhich criteriaindicatea situation.He
doesthis by creatinginstance®f situationspacesn anontologyeditor, for example as
describedn Section5.1.

Fromthis pointon, Scatterbo)xscansncominge-mailsand,usingkeyword classib-
cation,assignse-mailsto particularsituations It is assumedhatthe userwill already
have adequatespamprotectionpreventingunwantedmessagefrom reachingtheir e-
mail inbox.

6 Evaluation

In orderto evaluateScatterbox€@ffectivenessn usingcontext to determinevhichmes-
sagedo forward,andtheaccurag andusefulnes®f thesemessagesye have designed
auserted. Thisis amorecomple problemthanstandardspambplteringaswe assume
thatcontext determineghelevel of tolerancea userhasat ary time for readinga mes-
sage.We believe that given the situation,the willingnessof a userto reada message
changesn a predictablemannerf10]. Thereforean evaluationof this systemmustac-
countfor thecontet thatwasusedto supportthe decisionto passthe useramessage.

We will performthe evaluationwith a numberof real usersandtheir real e-mail.
Thetransactiongake the following form: messagesresentto the uservia Bluetooth©
Pushprotocol. The user®phonethengivesthemthe option of acceptingthe message
or rejectingit. This userfeedbacks loggedby the Scatterboxapplicationrunningon a
Constructnode.Thefeedbacks thenusedto determinethe appropriatenessf Scater-
box®decisionto sendthe messagéo theuser

Our evaluationwill estimatethe utility of context-awaremessagélteringby quan-
tifying boththe numberof unwantedmesageghataresentto a user(falsepostives),
andthe numberof importantmessgesthat are not sentto the user(falsenegatives).
Feedbaclelicitedfrom rejectionof unwantedmessagemdicatesfalsepositives,but an
alternatve approachs neededo accountfor falsenegatives (messagesvhich shoud
have beensentbut were nat). For the purposeof evaluationwe capturethis form of



feedbaclkby occasionallysendingmessage® theuserthat Scatterboxdoesnot believe
the userwill wantto see.Our evaluationwill countrejectionsof thesemessagess
true negatives (andthus appropriatebehaiour) and acceptancesf thesemessagesas
falsenegatives(i.e., inappropriate)We believe thatit is moreimportantfor Scaterbox
to avoid falsepositvesthanfalsenegativesN sincethe userwill alwayschecktheir
inbox eventuallyN andthatour evaluationwill bearthis out. (Interestinglythis is the
oppositeof whatonewould expectfrom the perspectie of spampltering.)

Furtherto performinga live evaluation,we proposeto amassa datasetof realcon-
text andbehaiours over the courseof this usertestandusethis to performa number
of ofRine evaluations By gatheringall relevant context featureswith Scatterboxle-
cisionto sendmessageandthe user®feedbackwe will be ableto investigate which
featureswere mostimportantin predictingcorrectbehaiour usingsimplefeaturese-
lection[17]. By examininghow changesn contet affect situationandbehaiour, we
will beableto examinethe ability of Scatterboxo consistentlyandsmoothlyrespond
to its ervironment.

7 Conclusionsand Futur e Work

We developeda system,Scatterboxthat determinesa user@situationby composing
numeroussourcef contextual data.This systemcanthenintelligently forward useful
messages$o a user®mobile device basedon their currentsituation. Thesemessages
comprisebothimportante-mailsthatthe userhasrecevedwhile they wereaway from
their computey andalso contextual notibcationsof importantevents,suchasmeeting
remindersderived from the user®calendar The systemnoticeschangesn a user®
situation,andreactsaccordingly

Scatterboxwas createdusinga context infrastructure(Constuct), which hasbeen
usedfor contet reasoningn mary otherapplicationareassuchasin locationaware-
nessfor healthcare[18], smarthomeg19], andrecommendesystemg20].

We have alsodesignedanevaluationof this systemwhich usegherateof rejection
of messagew determinewhetherthe systemclassibedhe situationcorrectlyandif it
actedappropriately

Thenext stepin Scatterbox€ievelopmenis theadditionof MachineLearningtech-
niguesto correctits distribution algorithmsin a similar way to tha doneby intelligent
spamblteringtechniquesResearclis alsoongoingregardingthe useof truth mainte-
nanceto reducethe needfor continually resolvingrecurringinconsistenciesvithin a
datastore.
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